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& https://iaas.cloud.tencent.com

ERERERS HERAT: MRRMIAETERRES, BRESEE. URHNGS, HatEE 1 SR

This _sustem_is for authorized use only.

login: admin

Password:

You have Togged into the system.

By using this product you agree to the terms and conditions

as specified in httips://wuwu.checkpoint.comsdownload_agreement .html

In order to configure your system, please access the Web UI and finish the First Time Wizard.
qu—>

g

=) EE(0) FHERT0)

I

I
i
L

Set hostname gw-r80.20 (XENIECE B R ZHBBEITS(-)FfaS())
Set interface ethO state on (FEFTFF eth0 %% A FYIRZS)
Set interface ethO ipv4-address 172.21.0.7 mask-length 16 (ABc E#: O HHE )

Set static-route default nexthop gateway address 172.21.0.1 priority 1 on (B2 & ZBRIAEH)

) BBAE - 172.21.07 - Google Chrome _ O %

@ https://iaas.cloud.tencent.com

BERESS T EER: MBKME-TERGE, SHASERE. IEGS, Sa5En 1 iRt

gw> set hostname gu-rgo.z0

gu-r80.20> set interface eth® state on

gqu-rB80.20> set interface eth® ipud-address 172.21.0.7 mask-length 16

gu-r80.20> set static-route default nexthop gateway address 172.21.0.1 priority 1 on
gu-r80.20>

gu-r80.20>

i
Hil
i

Il
ol
L
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BETRUILBIRTIAZBORE

& SH-ERE X | & shfEus % B Gaia x  +

< Ol A T2 | bitps//152.136.62.243 |

@ This system is for authorized use only.

CheCk Point Userame: |  admin
TECH Lo,

Password: | e

LOGIN =

R80.20 First Time Configuration Check Point

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system.

Platform: Open Server

) e
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Deployment Options Check Point

Setup

@ Continue with R80.20 configuration

nstalla

© Import existing snapshot @

Cancel

Authentication Details Check Point

Change the default administrater password:

Password: Prrsree

Confirm Password: Eﬁaﬂmﬂﬁg

Itis strongly recommended to use both uppercase and lowercase characters as
well as one of the following characters in the password: !@#8%"&"()-_=+:
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Management Connection

Interface:
Configure IPvd:
1Pvd address:

Subnet mask:

Configure IPv6:

Default Gateway:

eth0

Manually >
172,21, 0,14
255,255, 0 . 0

172,21, 0 . 1

Off v

Cancel

Installation Type

@ Security Gateway and/or Security Management

(@ Multi-Domain Server

()
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Products Check Point

Products

Security Gateway
Security Management

Clustering
[] Unitis a part of a cluster, type: ClusterXL e
Define Security Management as: Primary e

Automatically download Blade Contracts and other important data (highly

recommended)

@ For more information click here

First Time Configuration Wizard Summary =1 Check Point

Your device will be configured with the following products:
Security Gateway

Security Management: Primary Security Management

Improve product experience by sending data to Check Point

O For more information click here

Cancel
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First Time Configuration Wizard Summary

Your device will be configured with the following products:
Security Gateway

Securi| =
First Time Configuration Wizard

Improve product experience by sending data to Check Point

© For more information click here

©2019 Jrunion Software Technologies Ltd. All rights reserved



Check Point

SOFTWARE TECHNOLOGIES LTD.

rer

Open §

gw-r80.20

Manage Software Blades using SmartConsole

View mode: Advanced

System Owerview ~X Blades

® Overview

= & Network Management Check Point Security Gateway 180.20

IR Firewall
&3 Network Interfaces
&3 ARP

DHCP Server
Hosts and DNS
IPv4 Static Routes
&% NetFlow Expart

3.10.0-693cpxB6_64
64-bit
4

Kernel:

Edition: IPSec VPN

o

Build Number:

o

1 minute

n

System Uptime:

IPS

Software Updates: Do new recommended updates detected
=4 System Management

£ Time

B smp

¥ Job Scheduler

£ Mail Notification

¥ Prowy

¥ Messages

3 Display Format

4 Session

¥ Care Dump

5 System Configuration

£ System Logging

BF Network Access

¥ Certificate Authority Name IPvd Address  IPv6 Address Link Status

¥ Host Access . 17 Yy

Application Control

URL Filtering

Anti-Virus

Platform: Ani-Bat

Open Server

Threat Emulation

Metwork Configuration ~X

Threat Extraction

4 SmartConsole

~ %

Che

Smar

k Paint
tConsole

=l

® Welcome

Welcome to

SmartConsole”

[#/] I have read and agree to the Check Point End User License Agree

Install Directory:  C\Program Files (x86)\CheckPaint\SmartCansols\RE0.20

Install

Browse..

Cancel
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Zk SmartConsole

$ - admin

ﬂ YYD
SmartConsole

& 139.198.4.126 .

Read Only Demo Mode 'ﬂ'

ECheck Point’

SOFTWARE TECHROLDGIES LTD.

SmartConsole = TUH

Columns: ® General - N & saipts [ Adions = (3 Monitor | Q Sesrch... T

Status Name 13 Version Active Blades Hardware CPU Usage Recomme Updates Comments

(] ER gw-96f42d 192.168.22 RE0.20 i W B Openserver ® 5% 2
Object Categories

& Metwork Objects

“F Services

=8 Applications/Categories
2 VPN Communities

Ao Data Types

44k Users

i Servers

© Time Objects

Summary Tasks Errors R UserCheck Interactions

0 Limit
Ca gw-96f42d

1Pv4 Address: 192.168.22 Open server 225 Firewall

Access Blades

0s: Gaia

Management Blades
Version: R80.20 Network

X Lagging &
fat) =3
Policy = 7 .

License Status: Not Activated
Management

Mo changes | admin
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b EE FW RBUREE O E 2 & E+H

@ Install Policy

x

Check Point Gateway - gateway-1

General Properties
Columns: @ General & saipts - 1 Adion]l | = Network Management] N Edt [ Actions - (@ Q Search

System Backup
Status Name Version Active Blades Hardwars VPN Domain Name o= P Po——

= Proxy
L pEIEIES [ETD . NAT & eth0  Thisnetwork  192.168.1.253/24
HTTPS Inspection
- HTTP/HTTPS Prowy
ICAF Server
- Platform Portal
. e _ - Mail Transfer Agent
Wi —E w2 H s X — Logs
- Optimizations
Hit Count
Other

spalgn

& ethl External 139.198.1.92/24

Summary Tasks Errors

% gateway-1
1P Address: 192.168.1.253 Open se
Access Control Policy:  Standard

3/14/2019 10:39 PM
0s: Gaia
Version: R80.20
License Status:

U m

Memory: )

Device & License

Cancel

WU Uldnges | aumin

x

@ Install Policy

Columns: @ General H* N X saipts+ [

spalgn

Status Name Version Active Blades Hardware
Leads To

T al
Interfoce: ¢h [@ This Network tnternah ® | T2 WAZIR9IEE: AR

a Override

General General

QoS 1Pv:; 192.168.1.253

Advanced 1Pvt:

Topology
Leads To: This Network (Internal) @

Security Zone: Security Zone
Anti Spoofing: o User defined

Specify Security Zone:

According to topology: InternalZone @

Anti-Spoofing
erform Anti-Spoofing based on interface topology
Ve Anti-Spoofing action is setto  Prevent -

License Status:

CPU:
SRoof Tracking: Log
Memory:
Cancel

Device & Licensej L ] \
EXAFTEGE, HAAHIRINEE, XD IIEESSAImES

2 UTdIL Ulanges sdveu | dumin

©2019 Jrunion Software Technologies Ltd. All rights reserved



Check Point

SOFTWARE TECHNOLOGIES LTD.

x

Check Point Gateway - gateway-1

+ General Properties
Columns; @ General LY & saipts - [ Adionl | 5. Network Management 2% GetInterfaces. » ™ Edt [ Actions = (& Q Search
L. System Backup
Status Name P Version Active Blad Hardware VPN Domain
Proxy
(] @: gateway-1 192.168.1.253 RE0.20 Open serve NAT
HTTPS Inspection
- HTTP/HTTPS Proxy
ICAP Server
-~ Platform Portal
- Mail Transfer Agent
Logs
-~ Optimizations The topology was retrieved successfully
Hit Count The following table shows every interface found for the given machine.
Cther Networks (or @ group of them) that reside behind sach interface are also shown hers

spalgo

Name Topology P Comments
& eth This network  192,168.1.253/24
& ethl External 139.198.1.92/24

Get Topology Results

Hame IPrd Address TIPV4 Hetmask IP+6 Address
O~ etho 192 188 1. 263 ZB6 ZRE ZRE 0 Hi
O~ ethl 133 185.1.92 286 2B 2BR.0O Hih

Summary Tasks Errors

c‘ﬁ gateway-1

1Pvd Address: 192.168.1.253 Open se
Access Control Policy:  Standard
3/14/2019 10:39 PM <

0s: Gaia Legend
Version: R80.20 New object was created

License Status: Not 1 Existing object was used

CPU: a

Memory: )

Device & License

WU Uldnges | aumin

Columns: @ General E XN X saipts » [ Adion Network Management
i System Backup
Status  Name Version i VPN Domain § leadsTo

me Ll
(] "3 gateway 1 192.168.1.253 R80.20 0 Internet (External) ®

Interface: eth1 TTPS Inspecti erride 0 o
o : 195 Pr Internet (External) IEM}%DIZ‘T%jg' 9I\M

ICAP Server
latform Portal
lail Transfer Agent
gs
ptimizations
Hit Count
Qo5 1Pv: 139.198.1.92 piher

This Network (Internal)

General

Advanced IPv6:

Topology
Leads To: Internet (External) Security Zone

Security Zone:  None * User defined

Disabled Specify Security Zone:
According to topology: ExternalZone @

Anti Spoofing:

A A Anti-Spoofing
¢ AddTag  RATIXMEEH

erform Anti-Spoofing based on interface topology

Cancel

CPU:

Memory: ale

Device & License AT th G winmokfFEFE—T

aumin
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(\m Policy

i@ Exceptions

Shared Policies
+ (@ Geo Policy

F Inspection Settings

Access Tools
i VPN Communities
) Updates
X UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

i@ Exceptions

Shared Policies
+ (@ Geo Policy
& Inspection Settings

Access Tools
it VPN Communities
) Updates
& UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

Summary

oG

Details Logs

Q ©® Al Time =

Install Policy [} Actions +

Destination

Services & Applications  Action

Install On

Missing cleanup rule - Unmatched traffic will be dropped and not logged

History

Log File: Latest Log File

Showing first 50 results (1.1 sec)) out of at least 50 results

Today, 1:03:35
Today, 1:03:35
Today, 1:03:30
Today, 1:03:29
Today, 1:03:25
Today, 1:03:24

Automatic Generated Rules
Automatic Generated Rules

Automatic Generated Rules

Automatic Generated Rules :

Automatic Generated Rules

+ Automatic Generated Rules :

&3 gateway-1
B gateway-1
2 gateway-1
&3 gateway-1
D gateway-1 = 37.49.225.71

&3 gateway-1 = 37.49.225.71

n  Original Services

Machine Static NAT (Mo Rules)

: Machine Hide NAT (No Rules)

Address Range Static NAT (Mo Rules)
Network Static MAT (No Rules)
Address Range Hide NAT (Mo Rules)
Network Hide MAT (1-4)

1 & 192.168.1.0/24 & 192.1681.0/24 b Any

2 & 192.168.1.0/24 * Any Any

3 & CP_default Of ..

CP_default Offic Any

4 & CP_default Of .. Any Any

Manual Lower Rules (Mo Rules)

©2019 Jrunion Software Technologies Ltd. All rights reserved

Current Rule "

Bl gateway-1(1...
Bl gateway-1 (1...
Bl gateway-1(1...
Bl gateway-1(1...

Accept s
Drop i&%#

100.64.0.3
[ publicl.sdns...
100.64.0.3
M publict.sdns...
[l gateway-1(1...
[l gateway-1(1...

Translated Source

& 19216810724 (F

& CP default Offic

Original

Original

Original
Original
Original

Original

domain-udp (UDP/53)
domain-udp (UDF/53}
domain-udp (UDP/53)
domain-udp (UDP/53)
smitp (TCP/25)
smtp (TCP/25)

Translated Services

Original
Criginal
Original

Original

Cleanup rule
Cleanup rule
Cleanup rule
Cleanup rule
Cleanup rule

Cleanup rule

BERETS—
gateway t

Standard  domain-u...
Standard domain-u...
Standard  domain-u...
Standard domain-u...
Standard smtp Traff...

Standard smtp Traff...

Object Categor T

& Network Ot Netwark Group...
“ Services Mare
=8 Applications/Categories
& VPN Communities

Ae Data Types

4gk Users

i Servers

& Time Objects

X UserCheck Interactions

6 Limit

admin
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(\m Policy

i@ Exceptions

Shared Policies
+ (@ Geo Policy

F Inspection Settings

Access Tools
i VPN Communities
) Updates
X UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

i@ Exceptions

Shared Policies
+ @ Geo Policy

F Inspection Settings

Access Tools
i VPN Communities
) Updates
R UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

Automatic Generated Rules
Automatic Generated Rules :
Automatic Generated Rules
Automatic Generated Rules :
Automatic Generated Rules

~ Automatic Generated Rules :
1 & 192.168.1.0/2
2 & 192.168.1.0/2
3 & CP_default g
4 & CP_default 4

Manual Lower Rules (No Rule:

Destination Original Services Translated Source  Translated Desti

192.168.1.0/24

General Pv4

Original

NAT Network address: 192.168.1.0

Original

MNet mask: 255.255.255.0

Original

Broadcast address: Original

#+ Included
Not included

Pv6
Network address:

Prefix:

& Add Tag

Cancel

Automatic Generated Rules
Automatic Generated Rules :
Automatic Generated Rules
Automatic Generated Rules :
Automatic Generated Rules

¥ Automatic Generated Rules :
1 & 192.168.1.0/2
2 & 192.168.1.0/2
3 & CP_default g
4 & CP_default g

Manual Lower Rules (No Rule:

Translated Source  Translated Desti

192.168.1.0/24

Bzrer Values for address translation
dd automatic address translation rules
Translation method:  Hide
s Hide behind the gateway
Hide behind IP address

RIT— 4
# Al

Install on gateway:

# Add Tag

| OK | Cancel
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Translated Services

Qriginal
Original
Original

Original

Qriginal
Qriginal
Original

Original

& 192,168.1.0/24
& CP_default_Office_Mode_addresse...

& IPv6_Link_Local_Hosts

4 192.168.1.0/24

1P Address;  192.168.1.0
Subnet mask: 255.255.255.0
Last Modifier ; admin

Edited by me

Q, Search..
- &

Networks
& 192.168.1.0/24
& CP_default_Office_Mode_addresse...

& IPv_Link_Local_Hosts

4 192.168.1.0/24

1P Address;  192.168.1.0
Subnet mask: 255.255.255.0
Last Modifier ; admin

Edited by me

admin

spalgn

spalgn
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3 Actions ~

Original Source

Automatic Generated Rules - Machine Static NAT (Mo Rules)
Automatic Generated Rules : Machine Hide NAT (No Rules)

Ori

Destination Original Services

Autematic Generated Rules - Address Range Static NAT (Mo Rules)

(\m Policy Automatic Generated Rules : Network Static MAT (No Rules)
Automatic Generated Rules - Address Range Hide NAT (No Rules)

i@ Exceptions

v Automatic Generated Rules : Network Hide NAT (1-4)

Translated Source

Translated Desti

Translated Services

. & 192.168.1.0/24
Shared Policies

5 & 192.168.1.0/24
+ (@ Geo Policy

&

*

192.168.1.0/24

Any

Any

Any

AH

Original

192.168.1.0/24 (F

Original

Original

Qriginal

Original

F Inspection Settings

& CP_default Of..

Manual Lower Rules (No Rules)

& CP_default Of ..

&

CP_default Offic

Any

BEENAT, IHAFEMAT, #FIAEEASETRITAEE

Access Tools
i VPN Communities
) Updates
X UserCheck
[ Client Certificates
48, Application Wik @

@ Installation History

HEBIRFKRAEXHRRAR
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Any

Any

AH

Original

cP._default Offic

Original

Original

Original

Original

& 192168.1.0/24
& CP_default_Office_Mode_addresse...

& IPv6_Link_Local_Hosts

& 192.168.1.0/24

1P Address;  192.168.1.0
Subnet mask: 255.255.255.0
Last Modifier ; admin

spalgn




