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e el s al scalable ramewark
#O  Connectan o 5'*- Start a development m Regisler a domai
- <>, N
’qu’ D projec =5 e Rouse 53 b

57 BATTLURIERFEK , EH&% AccessKeylD/KeySecret fJ AWS &3
LATERIE | 4 Powershell Tool , FEIRFSEE] SSO B mEit

|-[a] ki

AnAm

FUKSHIEHI BRI, iR, EEM SSO Bz --MTE L

https://v.qq.com/x/page/m01745sojti.html
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AccessKeylD/Secret T B PowershellTool &#5--fsliEHet
https://v.qg.com/x/page/t017415uujf.html

HIEEKSERTE

0T, BXF MSSQL HIEFER SItEFHITRREDN ( BATILANAR &I

swEEsn
=8

=R

W, BX MySQL HEEKSIEEFHITEREM (KRMNEERTT

Workbench GUI TH):

HRHY

£ bUpS.//120.76.217.119/PasswordVault/ObjectDetails.aspx?Data=2GItc2FmZVSAXUvb3ReQFSEYXRhYmF2ZS 1\

AT, XY Oracle HIEEKSIEEFHITRSEM (FKIEE R 7 SQLPlus
TH):
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B 5 bitps://120.76.217.119/PasswordVault/ObjectDetails.aspx?Data=ZGltc2FmZV5SAXUv

IKSiFE

B B P=s S=x By Bwi 0

sen M Qe

= ==
= - ESlE-NlE N
...... = ) = TS
: b s )& e
Oracle Database B Ba %] L5 i
Datab
A & PSM - 12076217119 - ERSEEE o X
Database-Oracle-210.21.61.133- = 7 = I_‘_-
system C:\oracle\instantclient\sqlplus.exe. == <
FiER
db-admin (2016/9/30 15:31:59)

db-admin (2016/9/30 15:31:59)
system

zm 21.61.133
rel

SRR LRI MR E ﬂi’.ﬁﬁlLIA , 40 PLSQL, 5

ObjectDetails.

aspx?Data=ZGltc2FmZV5AX1)

=0 ==

KSiFE

B B Pss Sex Box v Gme Een Szsss ey sHzE  [FEmks  Hesv
=8 = s Ez
= = —— TIRRS:

SQLPl v =3 T wSnE

s [=] e [%] [ £
Toad

PSM-PLSQL

=

Database-Oracle-210.21.61.133-
system

db'adl in (2016/9/30 15:31:59)

db-admin (2016/9/30 15:31:59)
system

llﬂ 21.61.133

orcl

s

ZE

X
U

KSEERRRT S

ZE—xhE | A AIM RUHE | FRI LA hiEM S R AR BREE K
SHITREMN  REMRITLILEEERE | WSLTRER.

TERLL Weblogic+Oracle J9{3l--fgaE it

https://v.qg.com/x/page/a0196fextg1.html

BeE 4 FHIZBRIZN
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B0 , B Root B , WEER—EHEEHY confixt £, BBAIT Root iZRT ,
BEER B —H1E209 conftxt I RE=2ER—REISH

X b#tps://120.76.217.119/Passw

iVault/ObjectDetails.aspx?Data=ZGItc2FmZV5AX

WSS

e B [Des Hex Box Sui O @en Hzsse Qe

=l

[c8smiat

[&Em  [Am8

PSM-MySQL-CommandLine |V | |

XHEE F73 Regex

73
/root/conffolder/conf.txt  Pass=(.*)

pii s

210.21.61.133

-MySQL-210.21. Cmes
/2 16:33:32

S8 KRR TUE ST AT

HaiyiPAS SF &3 TP TEIMB AN E S ( B FEPRIFESIER . X

e RERELR Zip EREES TERN "SAFE" & LEBEFERE
& , BIEJLLEAY HaiyiPAS (RIESHFEW B FF RIS RS

TGN
https;//12076217.119/ X

(x b#psS://120.76.217.119/P
FhE KE WAEF RS =8

= 1S 0
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HittseminisN SIS

MEERR  FFFRE (BEABF A ) EEER. FIANRER Azure
Z=KES WebConsole, THEHEEEMSRHELIL :
https://v.qgq.com/x/page/q0176et2yf4.html

PR T RUER AT , FATEBLEF LAY vCenter SSO XS, RedHat
Virtualization kS, HUAWEI FusionManager fAB =l SESHITIEE.
MBBH—T TR FEIERIEAEBA.

AIM NN Bt Iz RIS ETR

By R =Sl tERI AN~ {51

SR EHEBEATENM., REFEERXIIMEELET API/SDK iz, &k
JEF. {BiXLE API/SDK #pEERHEIIE .

MRl AIM 4249 SDK , 0 CLI. JAVA, Net &, BTLIEERAIAGBIAS,
TELFRAXAFIXLAFEIL. Fign , TEEHRIN—NERHE. HENE
FAARIEZAY API( CLI Tool )HTRImSLAFAE. IARIEREMER AR T AIM
B9 CLI SDK , [a] HaiyiPAS SEESRENRIMNAFAEIE AccessKeylD/Secret , TH
BEEENE LXEEIE T -
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q ScanAndManagelnstance.ps1 — Visual Studio Code - [m} X
SIHF) REE) EEGS) FEV) 86 EED) ESM FEEH)

ScanAndManagelnstance.ps1 X

asswordSDK .exe GetPassword /p AppDescs.AppId="Aliyun-App"” /p Query:

CAOQutput.Split(”,")[e
= $cAoutput.Split(”,”
AOutput.Split(",")[2

550, AIM BILASHZ B AFHIT "I ﬁﬁ%ﬁ:‘}a?}‘(" ¥E , It FR{ESE. a0 LAk
TEN—NFFF , AR AIM SDK SREEIEIE Y. XEFATLARGLEEE
FIENEDEIT A,

TERZEAERSTEIE

https://v.gq.com/x/page/y0186alakg5.html
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HaiyiPAS B£8R B FE =M API/SDK, 40 Vault BERHaS1TEIRRE
PVWA [ JP®i5#E3t RestFul =4t API. AIM 24 SDK/Soap/RestFul Get
BN He

I RFER HaiyiPAS g9#2M8EH , IMAZIBES/Y Cloud AutoMation #1
DevOps &anfitsc™ , BIRIRRRISAUEIERS NERERSRY "B A" ()R,

EOEE
PVWA RestFul API

HaiyiPAS 9 Web [JFPBE® %2R RestFul API , ERENER/HARTAER
={HF HaiyiPAS FEAFKSZRBAINENS AIEi#EH T API IEEAY PAS
=N

TE , BiI1E—&ic4HEs 1, HEE Powershell BiZA, BIZAFIE PVWA
RestFul EZORII—NAZIBE HaiyiPAS &, BERENT -

TR T

IL_;_"'"W
B/ TRARR ~| .
.@n‘ ]
https: //PVWA_LP/Password gl
Vault ‘WebServices/ PIM p ==
ces. L AIvIe SECURITY
TR
Vault

A HAE D, IR
SERCBURYE, J7 ikl Res tPul
Post/Get /Delete/ Put

HaiyiPAS
PVWA-Web|7J 7

INERSR ORISR NIEES ( FEIERIKSIE Token ) :

targetaddress = "10.0.10.20"
currentpass = "PasswOrD"

targetusername= "Root"

accountdetail = @{account = @{
safe= 'os-safe’
platformID= 'UnixSSH'
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address= $targetaddress
accountName =
password = $currentpass
username = $targetusername
disableAutoMgmt = ‘false’
}

}

addpassbody = (ConvertTo-Json $accountdetail
tokenhdrs = @{}
tokenhdrs.Add("Authorization”,$pastoken
addkeyurl = "https://PVWA_IP/PasswordVault/WebServices/PIMServices.svc/Account"
Invoke-RestMethod -Uri $addkeyurl -Method Post -Body $addpassbody -ContentType
‘application/json' -Headers $tokenhdrs

ANEORREHRIN— 10.0.10.20 A root ZHEZE HaiyiPAS SLIEE,
BT RI0ZRRE4) , PVWA RestFul APl iREZ5X 50 2 ME4EEOMER.

AIM EtEREEFS SDK

HaiyiPAS B9 AIM AZEA | IRt— MRS EERBINESRE, X456
ETIZRER | R LHER/HAS TEREESRFERNSRELNEHS | T
FRE( 189 GetPassword ()& SDK BN,

TH  Bi16—&IRSER_2 , HEE—BRABRER. BFPFIA AIM CP 12H1
0O , [ HaiyiPAS FERIEIEIRIEEE Vault SREUSIUEIE.

BINSEENT -

UserName = SDKGetUsername(}
Password = SDKGetPasswordi()
Host = SDKGetAddress ()
g ConnectDatabase (Host,
UserName, Password)

|
plamss "Co /
HAIYI# SECURITY

/ : )
ERRISEE

- P
Vault y

By

=

AIM CP
(AIMR G LB+ INELETT)

Hrh , AIM CP BEf24H9 SDK 5 CLI. JAVA, C/C++,. .Net, COM EEE=,
N FERER/A/ TEZEREA AIM CP 19 SDK 5 , BeRRFRE AIM CP &
BRI |, ARRFRIE CP WRAEBRIEE Vault REFRE], FERY , KBEFS
AR RINEEFXLAEUE, FrLA , BIERSEHTTT | thel LUKIANAIBEF
JIN FRFERr/ B A/ T iR ZE8,

ERY , B ReEFIFMIE , XIRF/HA/ TENSHHITIESELIE. 5140

® (iGN E
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® i E/rE%
® A
® TR

TE , RMsHERHAEE T IR RS H MEBRILE Vault SREVERS. 1eR{E—
M BEERIGERT.

—_—

AL, REFRZIEES | IMAIEE S —NRBFA | ERREE B A9
B ESEGIE | BHTTEIREVERS.

AIM BERFTRIELEEE AP

HaiyiPAS #9 AIM B—75 %+ , alLURH— PRI SIS REEZE O R
%5 . BD CCP ( Central CP), ¥EF/MAm T EREEERFERARELIESD |
I RKEEZERY SoapWebService i3k , Bi& RestFul Get i5KEPA],
TH , EI1E—6RS:E 3 HEE—RBRAEEFEERIEIL.

A/ TEAZR P
== TCP 1858 E

HTTPS

Jizl-~: SOAP web service reguest — S —— 0 &9 Ot
4 : RestFul GetPassword “Eﬁﬂ% ==
GET /AIMWebService/api/Accounts S
2<paraml>=<value>&<param2>=<value> HaiyiPAS nmmammm

% cooo AIM— CCP % FRRRE

HTTP v1.l

ERF |, BFFIER | BERJLARIA SOAP WebService 53 , [@ CCP #ORS
REHITENE ; tBA]LARIR RestFul B9 Get A= , @ CCP #ZOMRSEAHHITEY
%, MMARE<H CCP ZORMHRAMEBMRIGE Vault ZREFTEERZT
FIE., BMERRAMTEL I,

ERd , CCP aILARI R/ B4/ T EMSMmiB TI88EaIE. 510

e &E/P
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® =/TE%
o A

ERORERFEER

FiRprE#EO | #elLIRSIRETIRA SR , AFNNE itz N BiRHE
A RELEEIBRBRS :

= .
(W)

——p B B
htups:/PYWA_TP/Passwordault ﬁ q = rcp UserNam SDKGetUsername ()
eb i M "AHATY\ @ SEGURITY )% Passwor d = SDKGetPassword()
Ser ccount — p Host = SDKGetAddress ()

T i HaiviPAS IL:\\ L ConnectDatabase (Host,
A IAIZARED, W
PVWA-Web[ 1/ P -
ut 3

HTTPS

AEREL I, ﬁﬁag xxxxx UserName, Password)
PostGet/Delete, Pt j Em
BES5 28 3(CEIE) . NS
1858 ,
AIM CP
A/ TEAZF P (AIMZRG L 1T
= \

Jy: SOAP web service request ———— ;
i, ": RestFul GetPassword A E!

GET /AIMWebService/api/Accounts
?<paraml»=<value>&<param2>=<value> HaiviPAS
AIM — CCP £ fR%

& ...
HTTP wl.l

e RRARS I ETNE IR EE

blF— . ZEFESB =N RFRAFEE TR E

RABPISHEZ=ZEAEIRP O IT 2245 , RimiEbREA—L4ERE880
R EEYEEmHAE TR | %0 ManagelQ. CloudForm, TerraForm &,
& Packer &,

ZEAMAIF gndedlEFIF Terraform RUYmAMENR SLI—EHEBR=FEH EC2,
VPC, &&£H, AaHHl. BHRE K HERELEWVSNA. BAERE
#9" Terraform Play” sifEITIZLERIG , IRIEWSESER , FIA HaiyiPAS B9%
Fh API/SDK {BHY EERBARLHISER. BUEREIKS. W SIKSIEEZ HaiyiPAS
B8], WA :
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s, =

- e HaiyiPASTEs

APP1 APP2 APP3

Bins/Libs
Engine
Operating Operating Operating
System & System System

Bins/Libs Bins/Libs

M HaiyiPAS Sk B85 "—16E , BIBEE" RYECE | LHHLEERRISEA]. 25
ERE. WS IKSHERRED LT EitE.

{51 %= : Docker Container/VM @R CCP Bz

Rtk Z R ERk Docker FYRR B, SUEREIPZN AR R | #REWS
/HIBRSSEIN1E Docker £8% LiB1T,

EAMGIF , TE , 2 Docker EE12588 Container EF|A SOAP WebService
8% Rest API SEIIEVEf5 |, iz1TXI RV S5BE,

= " J‘%&‘%

FeEss HaiyiPAS Vault
HaiyiPAS
AIM — CCP 05
AEST APl!SOAP WS‘
APP1 APP2 APP3
Bins/Libs Bins/Libs Bins/Libs

PaaS Engine

QOperating System

Infrastructure

BIF= : Ansible/Puppet ZEz1T BEH

ReWEREHER DevOps HSSLIVSHIREF LN E 4R, B
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Hrh , FTARY CI/CD TA , B4 Jenkins, Ansible, Puppet % , 1EfEFHITFE
PEBEIGEIEES. QIEMR 2R EFARE, BBARTLA%E [EF | HaiyiPAS B9 Rest
AP & | SRR ARV EIERIFEESE,

url = TSNS

http: //#{@vaulthostname} /Passwordvault /WebServices/PIMServices. svc/Account W

uri = URI.parse{url) ra w

http = Met::HTTP.new(uri.host,uri.porc) L [- [

request = Net::HTTP::Post.new{uri.request_uri, { E { e
'Content-Type'=> 'application/json', o 1 |"{

'Autherization'=rauthcode ["HaiyiPASLogonResult™] })

addaccount = {:account => {
:safe => "§[@targetsafe}”,

:platformID => "#{@platform}”,

raddress => "#{B@targetaddress}”, .
:accountName => "4{@rargetname}”, IEE %m
:password => "#[@passwordl}”,

rusername => "${@targetusername}”,

:disableAutcMgmt =» "0"}}

request.body = JSON.generate (addaccount) Puppet Master
resp = http.request (request) ol

Ansible Control Node
p.“vﬁﬁi @zl = iy HEIii| G
| ‘ HaiyiPAS REST API A—-\ e

f51%PY : ClI/CD TERY WebConsole ikE1EE

AIE=FEABE WebConsole , Efthia X230 DevOps TH , #SEBECH
WebConsole A5 admin kS, XLA4FRMKSEERTLAHE HaiyiPAS Fr2EitE.
THB , & Jenkins TH WebConsole gy admin IKS#ZLSIEEFSCI SSO &=
bt
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EHEKSZEtE
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B ERE R LS L EFIEAE AT
RzRY/ T B/MIZET L % £ 1h{sE FREEREUF A FEIE

SRR S5 BB ARE IR

BH/MRBRURTT RS ERES ST FaRIRE 533

PATRERBTEAR

SRR IRE R IS - AN - A =-RE =
ZRAgIHL

EamUELITHAS

ROBHATIRM HA SZRRENE
DIRERH LIS FRERE AR
AFECE RN EN T HTTP hRo A

PR U 2 RIERIYY Saas fbik

HERHBEFFAEESRIFF A SR RIFEN IR SaaS
R RTINS ETEMERR
THESWEHTE | BESRARR
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